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AHHOTAIUA

IIpenmer uccaenoBanus. [pu pacumpenun npumenenus RFID (Radio Frequency Identification)-Texuonoruu B
Ka4ecTBe Croco0a MapKMPOBKH UMIIOPTHPYEMBIX TOBAPOB BCe OojIee aKTya bHOM CTAHOBUTCS TPOOJIEMa HCHIOIb30BAHMUS
3noymblinuieHHuKaMu ayonukaTtoB RFID-metok. Ha ny6nukar moxkeT ObITh 3amucana nHpOpMaIus o0 ToBape,
KOTOpas OTIMYAeTCs OT ero (PaKTUYECKUX XapaKTepucTHK. B pabore mpemioxken anroputm odHapyxkenus RFID-
IyOIMKaTOB KaK METOA JOCTHKEHHS IIeTOCTHOCTH CBEICHUI, KOTOpPBIE MOCTYMAIOT B NHPOPMAINOHHBIE CHCTEMBI
MEXyHapOJHOH TPAHCIIOPTUPOBKH TOBApPOB. AKTYaJIbHOCTh CO3JAaHHUS aJTOPUTMA OIpeesieHa MOTPEOHOCTHIO
CHIDKEHHUS PUCKA CO3/IaHMS ¥ UCIIONIb30BaHMs nmroprepaMu RFID-ay6nukaToB nmpu TpaHCTpaHUIHOM ITepEeMEIeHIN
MapKHpyeMbIX TOBapoB. CyIecTBYIOIINE alrOpUTMBI OOHAPYKEHHs AyOIMKATOB HE MOAXOAAT JUISl IPUMEHEHHUS
B cucrteMe RFID-mapkupoBku umnoptupyemsix B Poccuto ToBapoB. IlpenioxkeHHbIH aIropuT™M OrpaHUYUBaAET
BO3MOKHOCTH 3JI0yMBIIIJIEHHUKA CUUTHIBaTh ¢ opuruHanbHOi RFID-MeTky cBeneHHs, HEOOXOAUMBIE JUIs CO3JaHUs
RFID-ny6nukara. Meton. Anroputm ocHoBan Ha paszaenexuu Electronic Product Code (EPC)-o6nactu mamsti RFID-
METKH{ Ha YacCTU U MIPUMEHEHUH KOMaHabl caMoyHIuToxeHns MeTkH (kill) 1 mpenoTBpatieHns HeCaHKIIMOHUPOBAHHBIX
CUUTBHIBAHUH. PacCMOTPEHBI ClICHApUH peann3aliyl aNrOpPHTMA U OIMPEIEeNIeHB! PUCKH €T0 UCIIONB30BAaHMsA. ANTOPHTM
MpeJcTaBlIeH B Bue rpaduyeckoid Moaenn Ha ocHoBe HoTanuu Business Process Model and Notation (BPMN).
OcHoBHbIe pe3yabTaThbl. OneHka Y3(Q(eKTHBHOCTH IPEAIaraéMoro alropuT™Ma IIpoBeieHa C UCIIONIB30BaHHEM (pOPMYITBI
THIIEPTeOMETPHUYECKOI BEPOSITHOCTH. B kKauecTBe MCXOMHBIX TaHHBIX IPUHATHI Pe3yIbTaThl IPOBEICHNUS BEIOOPOIHON
npoBepku RFID-MeTok TamoykeHHbIMK opraHamu. [Toka3aHo, 4To B CPaBHEHHUH C CYLIECTBYIOLINM ITOIXO0IOM PeaIi3aIus
aIropuT™Ma B MPOrpaMMHO-ANIAPaTHOM KOMIUIEKCE CO3/1aeT yCIOBHUS MOBBILICHUS BepOATHOCTH 0OHapyxeHus RFID-
JTyOIHMKaToOB MPH YCIOBUH IPOBEACHHUSI KOHTPOJISI TONBKO B OTHOIIEHUH BHICOKOPHCKOBBIX IekIapaHToB. [IpakTuueckast
3HAYUMOCTb. [IprMeHeHne anropuT™Ma CHIKAET PUCK MOCTYIUICHHUSI HCKaKeHHOH MM He0CTOBEPHON HH(OpPMAINH B
nH()OPMAIMOHHEIE CHCTEMBI MEKTyHAPOJHON TPAHCTIOPTHPOBKU TOBAPOB U MOBHINIAET 000CHOBAHHOCTH MPHHIMAEMBIX
IOPUANYECKUX U SKOHOMHUUECKHX PEIICHUH B HHPOPMAIIHOHHBIX CHCTEMAaX TaMOXKEHHBIX OPTaHOB.
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Abstract
The problem of using duplicate RFID tags by attackers is becoming more and more actual with the expansion of RFID
technology for marking imported goods. The duplicate may contain information about goods, which differs from their
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Anroputm o6HapyxeHust RFID-ny6nnkatos

actual characteristics. This paper proposes an algorithm for detecting RFID duplicates as a method for achieving the
integrity of information that enters the information systems of international goods transportation. The relevance of
creating an algorithm deals with the need to reduce the risk of creating and using RFID duplicates by importers during
the cross-border movement of marked goods. Existing duplicate detection algorithms are unsuitable for use in the RFID-
marking system of goods imported into Russia. The algorithm hinders an attacker from reading data from the original
RFID tag, which is necessary to create an RFID duplicate. The proposed algorithm is based on dividing the EPC memory
area of an RFID tag into parts and using the tag self-destruction command (kill) to prevent unauthorized readings. The
authors considered the scenarios for implementing the algorithm and identified the risks of using the algorithm. The
algorithm is presented as a graphical model based on BPMN notation. The efficiency of the proposed algorithm was
evaluated using the hypergeometric probability formula. The results of a selective check of RFID tags by the customs
authorities were taken as the initial data. It is shown that, in comparison with the existing approach, the implementation
of the algorithm in software and hardware complex increases the probability of detecting RFID duplicates, provided
that control is carried out only in relation to high-risk declarants. The use of the algorithm reduces the risk of receiving
distorted or inaccurate data in the information systems dealing with international goods transportation and increases the
validity of legal and economic decisions taken in the information systems of customs authorities.
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RFID technology, RFID mark, RFID duplicate, RFID marking, information system, EPC memory, kill command,
information integrity, marking of goods
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BBenenune

Jlist yuera TOBapoB B paMKax BHEUIHEH TOPTOBIHU
npumensiercss RFID (Radio Frequency Identification)-
texHonorus. RFID-mMeTkn — ycTpoiicTBO, cocrosiiee U3
YHIIa ¥ aHTECHHBI, 3aKPETIIICHHBIX B ITUKETKE — KOHTPOJIb-
HOM (uneHTH(uKannoHHOM) 3HaKe. RFID-MeTku BeICcTYTIa-
10T B Ka4eCTBE MCTOYHHKA CBEAEHMH 0 ToBapax. C momo-
urpto cunteiBaHus RFID-MeTox hopMupyroTcst TaHHBIE IS
nHpopmannoHHBIX cucteM (MC) MexIyHapomHOH TpaHc-
MIOPTUPOBKH TOBAPOB, HA OCHOBE KOTOPBIX MOJIb30BATEIIN
CHCTEMbI MOT'YT IPUHUMATh PELICHHUS O TOBape.

Pabora mocesmieHa GOPMUPOBAHUIO LIEJIOCTHOCTH
nndopmanuu, koropas nocrynaer B MC ¢ nmomoisio
RFID-texnonoruu. IIpu ucnons3oBanuu uzyuaemsx MC
aKTyaJIbHO TpeOOBaHUE K OTCYTCTBHIO HEITPABOMEPHBIX HC-
Ka)XCHUH U T0OABICHHI K HH(POPMAIIUH, YTO MOKET OBITh
obecrieueHo, eciy 3JI0yMbIIUICHHNK npuMensieT RFID-
ITyOITKAT.

B pa6otax [1, 2] mpoarnanu3upoBaHbl ABa crocoda
60pr0s1 ¢ RFID-gy6nukaramu: nmpoduirakTuka U oOHa-
pyxenue. [Ipeobnagaer muenue [1-7], 9to cmocobd 006-
HapyxXeHus — Oonee 3QPEeKTUBHBINA, HO MEHEe 3aTpar-
HBII ¥ yHUBepcanbHbIN. B pabotax [1-4, 8] paccmoTpens!
AITOPUTMBI MeTO/Ia OOHapyxeHus. Hemocrarku gaHHBIX
QJITOPUTMOB CBSI3aHbI C BOBMOKHOCTBIO MX ITPUMEHEHHUS
JIUIIb NPU HAJIMYUK OTNPECIICHHBIX YCIOBUH, KOTOPHIE
OTCYTCTBYIOT IpH (popmupoBanuu ceepenuit B UC mex-
JIyHapOIHOH TPaHCIIOPTHPOBKU TOBAPOB.

C y4eToM HEBO3MOXKHOCTH NPUMEHEHUSI CYIIECTBYIO-
X aaroput™MoB oOHapyxkeHus RFID-nyonukaToB mis
pemeHust mpooiaeMbl GOpPMUPOBAHNS UCKa)KEHHBIX CBE-
neHuit B n3ydaeMmbx C HEoOX0aMMO co3/1aHne HOBOTO
aJITOpUTMa ISl IPUMEHEHUsSI B IaHHOM cdepe.

HoBusHa mpeaaraeMoro aaropurmMa oOHapyKeHHUs
RFID-ay6nukaToB 3aKkiio4aeTcsi B TOM, YTO OH OCHOBaH
Ha pasnenenun Electronic Product Code (EPC)-o6mnactu
namMatu RFID-meTok Ha Tpu 4acTu ¥ IPUMEHEHUN KOMaH-
np1 kill (komana yanuroxxennsi RFID-merku, mocie storo
METKY YK€ Hellb3sl UCIIOIb30BaTh). AJITOPUTM ITPUMEHHM B

cdepe ncrnonp3oBanus rocynaperseHubix MC MexayHnapos-
HOH TPaHCIIOPTHPOBKH TOBapoB. OH IO3BOJISET MOBLICUTH
BEPOSITHOCTh OOHapykeHus nyonnkaroB Ha 14,1 % (0e3
MPUMEHEHHS AITOPUTMA BEPOATHOCTh OOHAPYKEHHS paBHA
24,8 %, a c HammuueM anroputMa — 38,9 %). [ToBbimenne
BeposaTHOCTH oOHapyxeHHs RFID-xybnukaToB cBsi3zaHO
¢ obecreyeHneM MHGOOPMAIIMOHHOW 0€30TIACHOCTH IS
CHHIKCHHUS PHUCKOB MOCTYIUICHUA HeIIOCTOBepHOﬁ, HUCKa-
skerHo# uHpopmarmu B IC. ABropamu paccMOTpeHa To-
cynapctBeHHas MC mexayHapoaHON TPaHCIOPTUPOBKHU
TOBapOB, KOTOPAs UCTIOIB3YETCsl TAMOYKEHHBIMU OpraHaMHy,
KaK OpraHaMy rocy/IapCTBEHHOH BJIACTH, Ha3HAYEHUE KOTO-
oI — peanu3arys MOITHOMOYHI TAMOKCHHBIMH OpTraHaMU
B TIpeJieNiax CBOeH KOMITCTEHIIHH.

IMocTanoBka 3a1a4u NOBbILIEHNs 0€30MACHOCTH
HH(OPMALMOHHBIX CHCTEM MeKIYHAPOIHOM
TPAHCHOPTHPOBKHU TOBAPOB

Paccmorpum RFID-TexHonoruu [9] u obecneueHue
LEJIOCTHOCTH HH(OpMaIKK 1IpH (POPMUPOBAHNH CBEICHUH
B C mexnyHapOAHON TPaHCIOPTUPOBKU TOBAPOB C €€
npumeHenueM. Ceaenusi, noctynawoiue ¢ RFID-meTok
B m3ydaembie VIC, NOIKHBI OBITH JOCTOBEPHBIMHU, HHAYE
TaMOXXCHHBIMH OpPTaHaMH MOTYT OBITh NPUHATHI HEKOP-
PEKTHBIE IOpUANYECKHE (HAIIPUMED, PEIICHHE O BBITYyCKE
TOBApOB TAMOYKEHHBIMHU OpraHaMK) ¥ SKOHOMHUYeCKHe (Ha-
MpUMep, B3UMAHNE TaMOXXCHHBIX TUIaTe)XeH) pelieHus B
orHouieHnu ToBapo.. [Tons3oarenn C nomkHbl padoTarh
¢ uHdopmanuel, KOTopasi He COIEPKUT HECAHKIIHOHUPO-
BaHHBIX MOAM(DUKALINI.

Crioco0oM HapyIIeHHUs! HEJIOCTHOCTH B IAHHOM Cllydae
ABIsieTCsl ucnoib3oBanne RFID-ny6aukaTroB 350yMbIi-
JeHHUKaMH. Peanusanus naHHOTO Ccriocoba mokasaHa Ha
puc. 1.

UrtoOrI HE JOTyCcTUTH (opMupoBaHus cBegeHnit B MIC
¢ RFID-ny6nukaTtoB, HEOOXOAMMBI CITIOCOOBI TIPOBEPKHU
opurnHasibHOCTH RFID-MeTok. XapakTepucTUKH Cyllie-
CTBYIOIINX anroputMoB obOHapyxeHus RFID-xy6nukaros
MpeJ/ICTaBIeHbI B Ta0II. 1.
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I/IH(bOpMaIII/IOHHBIe CUCTEMbI Me)K}IyHapO}:[HOi/’I TPaHCIIOPTUPOBKU TOBAPOB

WudopmannoHHbIE CHCTEMBI
HUMITOPTEPOB

MH]opmamoHHbIe CHCTEMbI

Mudopmarmonnsie cuctems! [03Haka
TaMOXXEHHBIX OPTaHOB

Cosganne RFID-meTkn

!

3aHeceHne TeXHUYECKUX JaHHbBIX
Ha RFID-metky

Y

Coznanue RFID-ny6nmikara

y

IIpunanue cBeneHUsIM
Ha RFID-meTke ropurueckoi
CUJIBI TIPH JIEKJIApUPOBAHUH

TTonydenue HEOCTOBEPHBIX
cBenenuii ¢ RFID-metkn
WH(POPMAIIMOHHBIMU CHCTEMaMU

!

Hcrnonb3oBaHne HELOCTOBEPHBIX
cBeziennii ¢ RFID-meTku B pamkax
UH(POPMALMOHHBIX CHCTEM

!

IIpunsaTHE HEKOPPEKTHBIX
pellIeHni 0 TOBape Ha OCHOBE
MOCTYNUBIINX CBEICHUI

y
®

Puc. 1. Monenp ucnons3oBanust RFID-ny6nukaroB 1uist GopMUpOBaHUS HCKaKEHHBIX CBEICHUI B MHPOPMALMOHHBIX CHCTEMaX
MEXIyHapOJHON TPAHCIIOPTHPOBKH TOBApOB

Y

Fig. 1. The model of using RFID duplicates for the formation of distorted information in information systems for the international
transportation of goods

Paccmorpennsie anroputmsl (Tada. 1) geicTByIOT
o cxoXxemy mpuHIuny. Jis ux peamusamnuu TpeOyoT-
cst RFID-meTku ¢ nepesanucbiBaeMoi aMsIThIO, TaK Kak
Ha MCETKH 3aHOCHTCS HEKOTOpas WH(GOpMaIus, KOTopas

BIIOCJIEJICTBUM COINOCTABJIAETCS C APYTUMH CBEACHUSAMU.
[IpuMeHeHne anropuTMoB 00YCIOBIEHO TPEOOBAHHEM K
LEJIOCTHOCTH MH(OpMannu, KOTOPYIO MOJIb30BATEIb I10-
nyyaet ¢ RFID-metku.

Tabnuya 1. Kputepun anroputMoB oOHapyxeHus RFID-ay0nnkaros
Table 1. Characteristics of RFID duplicate detection algorithms

Aunroput™el o0HapysxkeHus: RFID-1y0nukaroB, paccMoTpeHHbIe B paboTax

Kputepnii

(1]

(2]

[3]

OCHOBHO¥ IPUHIUIT METOAA

CornacoBaHHOCTb JBOWHBIX
XEII-KOJTN3UHA 1 MOAU(HITHPO-
BaHHBIA BEKTOP 3CKH3a count-
min

ITpu kax10M CUNTBIBAHUU Ha
METKY 3aIlHCBIBAIOTCS CITydaii-
HBIE 3HAYCHNS, 3 HUX CO3/aeT-
CST «XBOCT»

HepeBaHI/ICLIBaCMaSI naMsTh ME-
TOK: IIPU KaXXI0OM CUYUTBIBAHUN
cnyqaﬁHoe YHCJIO UBMECHACTCA

Omnpenenenue ayonukara

YacToTa yreHUs aybaumkara
HIDKE, YeM OPUTHHAIBHOM MeT-
KM

XBOCTHI AyOIMKAaTOB OTIIMYAIOT-
Csl OT XBOCTOB OPUTHMHAIIBHBIX
METOK

CpaBHEHUE CBEJICHUH 0 ciTydaii-
HOM YHCJIE HA METKE U Cllydaii-
HOM 4Yuclie B 0a3e JaHHBIX

RFID-cuntsiBaTemn

MUHMMYM TpU aBTOPHU30BaH-
HBIX CYMTHIBATEIIS

MuHIMYM YeThIpe
aBTOPU30BAHHBIX CUMTHIBATEIIS

Cdepa npumeHeHus

CucTteMsl ¢ BpeMEHHBIMH T'pa-
HHULIAMU JUTS TPHOBITHS MapKH-
PYEMBIX TOBapOB

Ilemouka mocTaBOK; cHCTEMa C
WCTIONb30BAHUEM MTOAKOHTPOIIb-
HBIX RFID-cunThIBaTenei

KomMmepueckne CHCTEMBI ¢
MHOTOKPATHBIM CYUTBIBAHUEM
METOK

Komanpa kill

He UCHOJIB3YETCA

He UCHOJIB3YCTCA

He HCHOJIB3YCTCA

basbl maHHBIX UIT TPOBEPKH
ITOIJUHHOCTH METKHU

He ucnons3yrorcs

Hcnonb3yioTes nokanbHble 6a-
3bI JaHHBIX

Hcnone3yroTcst HeHTpanu30BaH-
Hble 0a3bl JaHHBIX
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Anroputm o6HapyxeHust RFID-ny6nnkatos

Ho Henmocrarkn aqropuTMOB CBSI3aHBI C Y3KOH cdepoit
MPUMEHEHUs KaX/0ro U3 HUX. Bo Bcex ciydasx anro-
PUTMBI pa3pabOTaHbI ISl CUCTEM, B KOTOPBIX OOBEKTHI C
RFID-meTkaMu IpoXOAsT MyTh CONIACHO IUIaHY, U B PaM-
Kax 9TOro IyTU MEePUOANYECKH MIPOUCXOAUT CUUTHIBAHUE
RFID-MeTOK, 4TO MO3BOJSET U 3aIHCaTh HOBYIO WH(OP-
MAIHIO, U TPOBEPUTH MPEABIAYIIUE 3aAMUCAHHBIE HA METKY
cBenenms. B ciydae ¢ mzygaembivu IC MexayHapogHOM
TPAHCHOPTHPOBKH TOBApOB TAKOH BO3MOXHOCTH HET, TaK
KaK METKa MPOU3BOIUTCS YIIOJIHOMOUYEHHOM OpraHu3alei,
OHa MOCTABJISIETCS UMIIOPTEPaM, KOTOPBIE 3aHOCAT Ha MET-
Ky CBEJICHHUS U JlaJiee UCTIONb3YIOT METKH MIPU TaMOKCHHOM
otopmiieHnH. B CBsI3U € 3THUM cTaBUTCS 3a1a4a pa3paboTKu
HOBOTO anropurma 1o o6Hapyxenuto RFID-ny6nukaros,
KOTOPBIN MOT OBl OBITH IPUMEHEH B n3ydaeMbix VC.

IIpensioxeHHBIH AJrOPUTM 00HAPY:KEHUSI
RFID-py0nukaros

Cdepa npuMeHeHHs MpenaraeMoro ajiropuTMa —
rocynapcTBeHHbsie IC, BXoasmiue B CUCTEMY rocyaap-
CTBEHHON MapKUPOBKU UMIOPTHUPYEMbIX ToBapoB [10].
PaccMoTprM MpHUHIMITBL IPEUIaraeMoro ajlropuTMa.

1. EPC-o0mact mamsti JeTHTCs Ha TPU 9acTh. B mepByro
4acTh MPH CO3aHUN METKH Ha [03HAKe JOIKHO OBITH
3anucano uncio [. Bropas gacte pesepBupyercs st
pe3yibTara CUNTHIBAHUS UMIOPTEPOM. TpeThs JacTh
pesepBupyeTcs st gncia T, KOTOpoe 3alnChIBACTCS
IIPY CUUTHIBAHMK TaMokHeH. Ilocie nomydyenus cee-
JICHWI CUYUTHIBATENb TAaMOXKHU MpoBepsieT EPC-o0macth
NaMsTH, U JeTIaeTCs BBIBOJ O CTaTyCe METKH.

2. Tlocnemyromue CYUTHIBAHUS JOCTYITHBI TOJIBKO CUUTHI-
BaTesIsIM TAMOYKEHHOTO OpraHa IryTeM OOHOBJICHHSI YHC-
na T B tperweii yvactu EPC-o6nactu namsitu. Ecim 910
JelicTBuTenbHO uncio T, MeTka HarpasiseT HH(opmMa-
LIUIO ATOMY CUHMTBIBATEIIIO, & €CIIN HET, TO CpadaThIBacT
rxomanpa kill m MmeTka yHIYTOXKaeTCsI. B maHHOM citydae
xomanna kill urpaer 3amurtHyro ¢ynknuro [11], ona
HE BBICTYIIaeT B Ka9€CTBE yTPO3bl HH(DOPMAITHOHHOM
Oe3omacHocTH [12].

3. JlaHHBIN aNTOPUTM MPEATIONIATaeT, YTO METKA COMEPIKHUT
J[Ba YHCTIA, TIOIYYNB KOTOPBIC 37TOYMBIIIJICHHUK MOXKET
u3roToBuTh nyonukar — Transponder identification
number (TID)-aomep u yucio 1. [Iis noiaydeHus 3Tux
yrcen Tpedyercs aBa cunthiBanus. Ho y uMmnoprepa
€CTh BO3MOXKHOCTb ITPOU3BECTH TOJIBKO OJHO CUMUTHI-
BaHUE, ecii UM Oy/eT MPOU3BEIEHO BTOPOE CUUTHI-
Banue, To RFID-meTKo#t OyzieT ycTaHOBIICHO, YTO OHO
MIPOU3BOIUTCSI CYUTHIBATEIIEM UMIIOPTEPa, a HE CUH-
TBHIBaTEJIEM TAMOXXCHHOTO OpPTaHa, M TOTJ]a METKa IpH-
MeHHUT KoMaH1y kill, B pe3ynasrare 4ero oHa CTaHOBHT-
Csl HEIPUTOAHOM JJIsl UCIONIb30BaHUs, U JajIbHENHIINE
JEHCTBHS MO CUNTHIBAHUIO METKH CTaHYT HEBO3MOXK-
HBIMH.

AJITOPUTM NPUMEHEHHUsS] METO/Ia B BUJIE OJIOK-CXEMBbI B
0000IICHHOM BHU/I€ TIPEJICTABIICH Ha PHC. 2.

B anroputme MOXHO BBIIENIUTH CIEIYIOLINE /IBa Clie-
Hapusl.

1. «OpurunansHas MeTka». Eciim uMmnoprep rutanupy-
eT JIeTaJbHBIM 00pazoM ucnonb3oBath RFID-MeTky,
To OH 3anuchiBaeT Ha Hee Global Trade Item Number

(GTIN)-HOMEp, KOTOPBIiT 32aHOCUTCS HA BTOPYIO YacTh

EPC-o6mactu namstu RFID-metku. Jlanee meTka

MPEACTaBIIAETCA K CAUTHIBAHUIO TAMOKEHHOMY OpraHy.

ApropusoBanHblii RFID-cunTeIBaTeh TAMOXKEHHOTO

opraHa 3anucbiBaeT yucio T B Tpersto yacts EPC-

oOyacTi mamsITH. MeTKa MpoBEpsET CTPYKTYpY UHUC-
ma T, m ecy 5TO NEHCTBUTENHHO YHcio T, oTBeuaromiee

TpeOOBaHMAM K 3TOMY YHCIY, TO METKa IE€PENacT MH-

dhopmaruio n3 EPC-o61acTu mamsiTi CUNTBIBATEIO Ta-

MO>XEHHOTO opraHa. JlaHHbIH CUUTHIBATEINb MPOBEPSET

CTpyKTypy HH(OpMaIwH, noryueHnon u3 EPC-o6mactu

MaMSTH C TIOMOINBIO CBEICHHUH, TOCTYIUBIINX U3 LIEH-

Tpain3oBaHHOW 0a3bl JaHHBIX [03Haka. B nanHoMm crie-

HapHH JIeNaeTcs BBIBOJ O TOM, YTO METKa OPUTHHANIbHA,

W TOCTYNHBIIAs ¢ Hee WH(pOpMaIUs — JOCTOBEPHA.

CrnenoBaTenbHO, 00ecTIeYNBaCTCs IEITOCTHOCTD HUH-

topmarnu st IC MextyHapOoTHOM TPaHCTIOPTHPOBKH

TOBApOB, YTO TTO3BOJISIET IPHHIMATh KOPPEKTHBIC pete-

HUSI B OTHOILICHUH TOBAapOB.

2. «[ybnukar». Ecin uMImopTep IIIaHUPYET BBECTH B
nporecc ucnons3zoBanus RFID-texnonmornn gy0nukar,

TO eMy HEOOXOIIMO CHayasa co3/iaTh ero. [Ipu ycmoBun

MIPUMEHEHUS MIpeIaraeMoro MeToaa, OOHUM H3 CIIO-

c00OB co3aHust TyOIMKaTa SIBISCTCS CUNTHIBAHIE UH-

(dopmarmu ¢ opurnHansHod MeTku [13] (TID-HOMepa

n yucna l), co3nanue ayOnukara ¢ STUMHU CBEJICHUSIMH

u GTIN-HOMepOM, KOTOPBIN yKa3bIBaeT Ha HEAOCTO-

BEPHBIE CBEICHUs O ToBape. J{i1sl Hony4deHus CBEeHUI],

HEOOXOAMMBIX AJIsl CO3JIaHus TyOnnkara, Tpedyercs

MIPOU3BECTH, BO-NIEPBBIX, cunThiBanue TID-HOMepa,

TaK Kak 3Ta HHQOPMAIHS 3aHOCUTCS Ha METKY TPOMU3-

BOJMTENIEM METKH, B JAHHOM CIIydae 3TO UMIOpPTED, a

He ['o3nak. Torma B EPC-o0nacTn maMsiTi BO BTOPYIO

yacTh nenaercs 3amuch TID, a He GTIN, kak B iepBoM

cueHapuu. Bo-Bropbix, Tpedyercsi cunthiBaHue yncia I,

KOTOPOE€ TaK)Xe 3aHOCHUTCS MPOU3BOAUTEIEM METKH.

CunthiBanue uncia | mosmneuer 3a coOoii 3aHECEHUE B

TpeThto yacTh EPC-o6nmactu namsitu uncia I, HO mist

TpeTheit yactu EPC-o6iact namsTH yCTaHOBIICHO

TpeboBaHUE, YTO B HEH JIOJDKHO HaXOAUTHCS ducio T.

CoO0TBETCTBEHHO, METKOH ITPH OOHAPYKEHUH 3alNCH,

omnyHO# ot yncna T, B Tpethei uactu EPC-obmacTtu

maMsATH, TpuMeHseTcs koManaa kill, aro mpuBomuT k

CaMOYHHYTOKCHUIO METKH. DTO JIENaeT HEBO3MOKHBIM

ec JaibHelIIee NCIIO0Ib30BaHNE, M IMIIOPTEP BBIHYXK-

JieH OyzieT 3aHOBO 3aKa3bIBaTh MeTKU y ['o3Haka. Eciun

HMIOPTEP PEIIUT HCIOJIB30BaTh METKY C JICTaJbHBIM

TID-HOoMepoM, HO ¢ mycToit EPC-namsaThI0, TO 3TO

Oynet o6HapyxeHo RFID-cuuthiBaTeieM TaMOXEHHOTO

opraHa, Tak kak EPC-001acth namsitu He OyneT cozep-

xatb cTpykTypy «I-GTIN-T». B Takom ciyuae Oyner

CJIeNaH BBIBOJI O CTAaTyCe METKH — «JTyOIIHKaTy.

Pucky npu ncmionb30BaHNH AJITOPUTMA CBSI3aHBI C TEM,
YTO 3JI0YMBIIIJICHHUKY MOXET OBITh 3apaHee M3BECTHO
yucao TID unum yncno 1. Kontpmepamu B TakoM citydae
JIOJKHBI BBICTYTIaTh MepbI 10 obecrnedeHuto 3amutsl MC
T'o3Haka, KaHAJIOB CBSI3H, O KOTOPBIM NEPENAOTCS CBEC-
HUS U3 6a3bl JaHHBIX [03Haka B IC TaMO)KEHHBIX OPTaHOB,
o0ecriedeHno 3auThl moMeeHuni ['o3Haka.

[TpemynoxeHHbIl B paboTe JITOPUTM OTIIMYACTCS OT CY-
niectByronux [ 1, 3] paznencanem EPC-o6nacTu mamsitu Ha
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Puc. 2. Tlpeanaraemsblii anroput™ ooHapysxenus RFID-ny0nukaTos

Fig. 2. The proposed algorithm for detecting RFID duplicates

yacTH, npuMeHeHneM komanap! kill mpu HecankumoHupo-
BAHHBIX CUMTBHIBAHUSX, TIPUMEHECHHEM [ICHTPAIN30BAHHBIX
6a3 TaHHBIX JJIsl TPOBEPKH TTONTMHHOCTH METKH, MECHBIINM
YHUCJIOM TPeOyeMbIX aBTOPHU30BAHHBIX CUMTHIBATEICH U
MEHBIINM YHCIIOM ONEPALHii B IIPOTOKOJIE B3aNMOCHCTBUS
METKH ¥ CUUTHIBATEISL.

Cutyanuo obHapyxeHus ayonukaroB RFID-metok
MOXKHO pacCMOTPETb, Kak 00HapyX eHHe 00beKTa, o0aa-
IOIIETO 3aJaHHBIMK CBOMCTBAMH, CPEIH HEKOTOPOTO KOJIU-
yecTBa 00bEKTOB (BBIOOPKH). BepositTHOCTh OOHApYKEHHS
RFID-ny6nukara B Beioopke RFID-meTok, HaHeceHHBIX Ha
TOBaphl, MO’KHO OTPEIEIUTH O (hopMyIIe THIepreoMeTpH-
YECKOHI BEpOSATHOCTH:

Ck n—k
p= KCN—K’ 1
Cv

rne P — BepostHOCTh oOHapyxeHust RFID-nyonukara B
BeIOOpKe RFID-MeTok, HaHeCeHHBIX Ha TOBApbI; k — YHCIIO0
obHapyxeHHBIX RFID-1y0nukaToB cpefr COBOKYITHOCTH
RFID-metok; n — uncno npoepeHHbix RFID-meTok; N —
coBokymHOCTh RFID-MeTox; K — uncio RFID-xy6mrkaros
B COBOKYNHOCTH RFID-MeTOK; Cf — 4YHMCiIo BCex Crnoco-
60B 00Hapyx)uTh k& RFID-ay0nukaroB n3 K BO3MOKHBIX;
Cy-k — amcno Beex crmocoGoB nposeputs n — k RFID-
MeTOK U3 N — K Bo3MOxXHBIX; Cy — YHCIIO BO3MOMKHBIX
HCXOII0B pe3yibTaroB nposepku RFID-mertok.

Tekymrast curyarust BeisiBieHus: RFID-ny0nukaToB cBsi-
3aHa C MPOBEICHUEM JOCMOTPOB JOIKHOCTHBIMHE JTHIIAMHU
TaMOXEHHBIX opranoB (P|). [ToBeimenne Ge3omacHOCTH
NC momxHO OBITH 00ECTIEYCHO MPH HCIIOIH30BAHUH aJIT0-
pUTMa 0OHapYKEHUSI, SBISAIONIeTOCs 06a30if pPOrpaMMHO-
anmnapaTHoOro Komruiekca (P,).

OueHka npenjiaraeMoro ajiropurMa oOHapyKeHus
RFID-ny0nukaToB ajis OByX CHUTyalHil MpHBeIcHA B
Tabi. 2. VicxomHble JaHHBIC IS OLCHKH, TMTOJYyYCHHBIC 10
pesynsraraM TaMokeHHoro Koutpostsil2: 100 RFID-MeTok,
HaHECEHHBIX Ha uMIoptupyemslie ToBapsl; 10 RFID-ny6-
JIUKATOB, KOTOpbIe HaxoasTcsl cpeau RFID-merok.

IIpu ipoBeIeHUH OLICHKH YYUTHIBAJIOCH, YTO TAMOXKCH-
HBIC JOCMOTPHI IIPOBOISTCS B OTHOIICHUH 3 % TOBapHBIX
TIAPTHI, TO3TOMY BEPOSTHOCTh OOHAPYKHUTH TIPU TIPOBEP-
ke Tpex MeTok oguH RFID-nybomukar P(1),; cocraBuser
24,8 %. I1pu ycnoBun peanu3anny anropuT™Ma ooOHapyxe-

I Utoroseie moknansl 0 pesyabrarax gesrensuoctn OTC
Poccun (opunmansuseiii caitt ®TC Poccun) [DnexTpoHHBIH
pecypc]. Pexxum nocrtyma: https://customs.gov.ru/activity/results/
itogovye-doklady-o-rezul-tatax-deyatel-nosti, cBobogubIi. 3.
pyc. (nara oopamenus: 28.07.2021).

2 TamoOKeHHAs CTATUCTHKA BHELIHEH Toprosau PO [Dek-
TpoHHBIH pecypc]. Pexxum mocryna: https://customsonline.
ru/search_ts.html, cBo6oxubIii. S3. pyc. (nara obpareHus:
28.07.2021).
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Anroputm o6HapyxeHust RFID-ny6nnkatos

Tabnuya 2. Ouenka npeuiaraeMoro aroputma ooHapysxkenus RFID-ny6nikaros

Table. 2. Evaluation of the proposed RFID duplicate detection algorithm

Curyanus

ITapameTp oneHKH
RFID-metox

Tekymas cutyanus oOHapyxKeHus 1yOIKaToB

Cutyanusi ¢ y4eToM BHEAPEHHUS alropuT™Ma 00HapyKeHHUs
nyonukaroB RFID-metok

Crioco6 oOHapyKeHHs

HpOBeZ{eHI/Ie TaMOXXEHHOT'O JOCMOTpa

[Iposenenue aBromaruyeckoil nposepku RFID-metoK,
HAHECEHHBIX Ha TOBAPbI, ACKIApUPyEMble UMIIOPTEPaMH
BBICOKOI KaTEropuy pUcKa 10 CHCTEME KaTeropupOBaHUs

OXxBar MpoBepKx Tpu RFID-meTku

Cewmb RFID-meTOK

Tpebyemblii pe3yasrar

Oo6napyxenue ogaoro RFID-ny6nukara

Oo6Hnapyxkenune onHoro RFID-ay6nukara

BepositHOCTB nONTydeHust
Tpebyemoro pesymsrara | P(1); =
P(1) no popmye (1)

CloCa 104005

: =0,248
Clo 161700

ChCS _ 10622614630 _
Clo 16007560800

P(1), =

s

Hust RFID-ny0nukaroB B BUjie PpOrpaMMHO-aIIapaTHOro
KOMIUICKCA B TaAMOXCHHBIX OpraHax v €ro npuMCcHCHUU B
OTHOILIEHUH JEKJIapaHTOB BBICOKOW KaTETOPHH pHCKa IO
cucreme KareropupoBanus (7 % ot obuiero yucia Jgexia-
PaHTOB), BEPOSTHOCTh OOHAPYKUTH IPU NPOBEPKE CEMHU
Mmetok oxuH RFID-ny6nukar P(1), — 38,9 %. Takum 00-
pa3oM, peanu3anus NpeIaraeéMoro ajJropuTMa Imo3BOJIHT
CO3/1aTh YCIIOBUSL, IIPH KOTOPBIX BEPOSITHOCTH OOHAPYKEHUS
nyOmkara Oyaer Boie Ha 14,1 %, ueM mpu TeKyIeH mpax-
THKE WX OOHApPyKEHMS, W IPU YCIOBHH, YTO OXBaT KOH-
TPOJISL OTPAHNYEH TOJBKO YUYAaCTHHUKAMH BHEIITHEIKOHOMH-
yeckoit aesitenbHOCTH (BDJ]) BRICOKOH KaTeropuu prcka.
IIpu 5TOM HE UCKIIIOYAETCS, YTO 110 CUCTEME YIPABICHHUS
pUCKaMHU TaMOKCHHBIX OPTaHOB KOHTPOJIb TaKKE MOXKET
MIPOBOIUTHCS U B OTHOILLIEHUH y4acTHUKOB BOJl MHBIX Ka-
TEropuil pucka, 4To NO3BOJIUT CAEIATH BEPOSITHOCTD MOITY-
YeHUs! TpeOyeMOro pe3yibTara eIe BhIIIE.

PexkoMeHganyu 1o peanusanuy ajaroputMa: npume-
Henue RFID-merok ¢ Tunom namstu RW, coznanue npo-
IPaMMHO-aNIapaTHOTO KOMIUIEKCa B TAMOXXEGHHBIX Opra-
Hax 10 cuuTbiBaHUI0 RFID-MeTok 1 00paboTKe CBeICHHIA,
TTO3BOJISTFOIINH C/IeNaTh BBIBOA O craryce meTku. C yde-
TOM TOT0, yTO npumeHeHnre RFID-mMeTok ¢ TUIOM namsitu
RW npuBezner k pocTy UX CTOUMOCTH, U3 IKOHOMUYECKUX
co00paxkeHHH 11eJIeco00pa3HO Peain30BhIBAT JaHHBIH
MPOEKT B OTHOUICHUH KaTEeropHuil TOBapOB, O KOTOPHIM
YCTaHOBJIEH BbICOKUI YPOBEHb KDUMUHOIECHHOCTH IIPU UX
uMnopre (yKJIOHEHHE OT YIUIaThl TAMOXKEHHBIX TIATeXeH,
HEJIOCTOBEPHOE JEKJIapHPOBaHUE, 3aHIKEHUE TaAMOKEHHON
cTouMocTH). CTOUT BHEIPATH NPOrpaMMHO-aIapaTHbIA
KOMIIIEKC B paMKax IPOEKTOB 10 TOCTPOCHUIO HHTEILICK-
TyaJbHBIX ITyHKTOB MPOITYCKa, YTOOBI MMOydeHHEe HHPOP-
Marn ¢ RFID-mMeTox OBIIIO HE TONBKO MEepOil KOHTPOJIS,
HO U CTaHJApTHOM onepanuel 1o NepeMeleHUI0 TOBapOB
Yyepe3 rpaHuIly BMECTO PYYHOTO JIOCMOTpA. 3a CYET 3TOT0
MOXKET YBEINUUTBCS CKOPOCTh TIPOXOAKCHHS TAMOKEHHOTO
o opMIIEHHUSI, YTO MPUBEIET K CHUIKEHUIO TaAMOKEHHBIX
3arpar y4acTHUKOB BOJI.

3akJ/oueHne

Pemenue 3amaun obecrieueHNs LEIOCTHOCTH MIPH HC-
nomb3oBaHuU RFID-TexHONOrMH B MH(GOPMAITMOHHBIX
CHUCTEMax MEXKIYHAapOJHOM TPAHCIOPTHPOBKH TOBAPOB
JIOCTUTAETCS MyTEM CHHM)KEHHS PUCKOB CO3JAHMS U HC-
nonb3oBanust umnoprepamu RFID-xyOnukatoB. CHIbKeHNE
PHCKOB B HACTOSIILEM HCCIEIOBAHUM CBA3BIBACTCA C yBe-
JUYEHUEM BepOSITHOCTH oOHapyxeHus RFID-nybnukara
B BeIOOpKEe RFID-MeTOK, HAHECCHHBIX Ha TOBAPHBI, TAKYIO
BEPOSITHOCTh MOYKHO OIPEAEIUTH 110 (hOpMyJie THUIIepreo-
METPUYECKOH BEPOSTHOCTH.

[Ipennoxen anropurm odHapysxkenust RFID-ny6mu-
KaToB, IPUMEHHUMBIN /11 MHHOPMAILMOHHBIX CHUCTEM
MEXIyHapOIHOW TPaHCHOPTHUPOBKU TOBAaPOB, BXOJSIINX
B CHUCTEMY rOCYIapCTBEHHON MapKHUPOBKH MMIIOPTHPY-
€MBIX TOBapOB. AITOPUTM CHHMKA€T PUCKH CO3JaHUS U
HCTIOIb30BAHMS TyOJIMKATOB ITyTEM OTPAaHUIECHHS BO3MOXK-
HOCTEH 3JI0yMBILUIEHHHUKA IO MOJYYEHHUIO CBEIACHUMN, He-
00XoanMBIX AJIs co3nanus ayonukara. Ilpu peanusanun
aNropuT™Ma B BUJE NMPOrPaMMHO-ANIAPaTHOTO KOMILIEKCa
MOTYT OBITh CO3/IaHBI YCIIOBUSI, TIPH KOTOPBIX BEPOSITHOCTD
obHapyxenus nyonukara RFID-merku Boimie Ha 14,1 % o
CPaBHEHUIO C TEKylIeH NpakTHKOH (0e3 ydera ajropurma
BEPOSTHOCTh OOHApYXeHusi coctapisiet 24,8%, ¢ yueTom
anropurMa — 38,9 %).

TakuMm 00pa3om, IPUBEJCHHBIC CBEACHUS O3BOJISIOT
CieNaTh BBIBOJ O [IEJIECOOOPA3HOCTH MPEIIaraeéMoro ajro-
pHUTMa, TaK KaK OH IPUMEHHUM K CIIeIIpHIecKoii obmacTu
(B rocyapcTBEHHBIX MH(OPMAIIMOHHBIX CHCTEMaX B PaM-
KaxX CHCTEMbI MaPKHPOBKH UMIIOPTHPYEMbIX TOBAPOB), a 32
CYET BO3MOYKHOCTEH 10 €r0 aBTOMATU3aIMK OH II03BOJIIET
JIOOUTBCS YBEINYEHHS BEPOSITHOCTH 0OHapyxeHus RFID-
JyOJIMKaToB B CPAaBHEHHUH C CYILIECTBYIOIINM MOAXOIOM 110
BbIOOpOYHOM poBepke RFID-MeToK B TaMOKEHHBIX Opra-
Hax Ha 14,1 %. [lepcrieKTUBBI HCCIIEJOBAHUS 3AKITFOUAIOTCS
B JalibHEeIIeH aetann3zanuu cTpykrypsl EPC-obnactu
namsati RFID-meTku 11 CHUKEHHUS! PUCKOB CO3JaHMs U
WCTIONB30BaHMs 3JI0YMBIIUICHHIKaMA TyOnnkatoB RFID-
METOK.

72

Hay4HO-TexHn4eckunii BECTHUK MHPOPMALUMOHHBLIX TEXHOIOMMIA, MEXaHMKN 1 onTukn, 2022, Tom 22, N2 1
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2022, vol. 22, no 1



H.B. BonowwuHa, A.A. JlaBpnHOBUY

Jluteparypa

Kamaludin H., Mahdin H., Abawajy J.H. Clone tag detection in
distributed RFID systems // PLoS ONE. 2018. V. 13. N 3.
P. e0193951. https://doi.org/10.1371/journal.pone.0193951

Zanetti D., Capkun S., Juels A. Tailing RFID tags for clone detection
// NDSS Symposium. 2013.

Lehtonen M., Ostojic D., Ilic A., Michahelles F. Securing RFID
systems by detecting tag cloning // Lecture Notes in Computer
Science. 2009. V. 5538. P. 291-308. https://doi.org/10.1007/978-3-
642-01516-8 20

Jokhio I.A., Jokhio S.H., Baloch J.A. A novel security method to
protect RFID cloning attacks. 2012 [Onexrponusiii pecypc]. URL:
http://oaji.net/articles/2016/2712-1454748209.pdf (nata obparuenus:
28.07.2021).

Shi J., Kywe S.M., Li Y. Batch clone detection in RFID-enabled
supply chain // Proc. of the 2014 IEEE International Conference on
RFID (IEEE RFID). 2014. P. 118-125. https://doi.org/10.1109/
RFID.2014.6810721

Chen X., Liu J., Wang X., Zhang X., Wang Y., Chen L. Combating
tag cloning with COTS RFID devices // Proc. of the 15t Annual IEEE
International Conference on Sensing, Communication, and
Networking (SECON). 2018. P. 1-9. https://doi.org/10.1109/
SAHCN.2018.8397134

Bu K., Xu M., Liu X., Luo J., Zhang S., Weng M. Deterministic
detection of cloning attacks for anonymous RFID systems // [IEEE
Transactions on Industrial Informatics. 2015. V. 11. N 6. P. 1255—
1266. https://doi.org/10.1109/T11.2015.2482921

Jin B., Jin H. Security analysis of RFID based on multiple readers //
Procedia Engineering. 2011. V. 15. P. 2598-2602. https://doi.
org/10.1016/j.proeng.2011.08.488

Ounkennesiep K. RFID-rexnonoruu. CripaBouHoe nocobdue / mep.
¢ Hem. M.: lonexa XXI Bek, 2016. 490 c.

. Bonommna H.B., JlaBpunoBud A.A. Pexomenganuu 1o aBToMaTHye-

ckoMy oOHapyxeHHto JyomikatoB RFID-MeTok TaMokeHHBIMH Op-
ranamu // Tamoxxennsie urennst — 2020. Crparerus passutus 2030:
BBI30BBI BPEMEHHM. Hayka W mHHOBanuu: COOPHMK MaTepHanoB
MexIyHapoaHO Hay4HO-TIpaKTHYecKoi koHpepertmu. B 2-x T. T. 1.
CII6., 2020. C. 88-93.

. Okpara O. Detecting Cloning Attack in Low-Cost Passive RFID Tags.

2015 [Dnexrponnslii pecypc]. URL: https://www.researchgate.net/
publication/280077859 Detecting_Cloning_Attack in Low-Cost
Passive RFID Tags (nata obpamenus: 28.07.2021). https://doi.
org/10.13140/RG.2.1.1709.4240

. Mitrokotsa A., Rieback M.R., Tanenbaum A.S. Classifying RFID

attacks and defenses // Information Systems Frontiers. 2010. V. 12.
N 5. P. 491-505. https://doi.org/10.1007/s10796-009-9210-z

. Huang W., Zhang Y., Feng Y. ACD: An adaptable approach for RFID

cloning attack detection // Sensors. 2020. V. 20. N 8. P. 2378. https:/
doi.org/10.3390/s20082378

ABTOpPBI

Bosomnna Hataausi BUkTOpoBHAa — KaHIUAAT TEXHHYECKUX HayK,
IOIICHT, noleHT, YauBepcuter UTMO, Canxkt-IlerepOypr, 197101,
Poccuiickas ®denepanus, https://orcid.org/0000-0001-9435-9580,
nataliv@yandex.ru

JlaBpuHOBHY AjleKCaHAP AHApeeBHY — ACIUPAHT, YHUBEPCUTET
WUTMO, Cauxkr-IletepOypr; 197101, Poccuiickas denepauus, https://orcid.
org/0000-0002-5058-3473, Lavrinovich600@gmail.com

Cmamws nocmynuna 6 pedaxyuio 16.09.2021
Ooobpena nocne peyenzuposanus 07.12.2021
Ipunsma x nevamu 27.01.2022

9,08

NC

10.

11.

12.

13.

References

Kamaludin H., Mahdin H., Abawajy J.H. Clone tag detection in
distributed RFID systems. PLoS ONE, 2018, vol. 13, no. 3,
pp- €0193951. https://doi.org/10.1371/journal.pone.0193951

Zanetti D., Capkun S., Juels A. Tailing RFID tags for clone detection.
NDSS Symposium, 2013.

Lehtonen M., Ostojic D., Ilic A., Michahelles F. Securing RFID
systems by detecting tag cloning. Lecture Notes in Computer Science,
2009, vol. 5538, pp. 291-308. https://doi.org/10.1007/978-3-642-
01516-8_20

Jokhio I., Jokhio S.H., Baloch J.A. 4 novel security method to protect
RFID cloning attacks. 2012. Available at: http://oaji.net/
articles/2016/2712-1454748209.pdf (accessed: 28.07.2021).

Shi J., Kywe S.M., Li Y. Batch clone detection in RFID-enabled
supply chain. Proc. of the 2014 IEEE International Conference on
RFID (IEEE RFID), Orlando, FL, USA, 2014, pp. 118-125. https://
doi.org/10.1109/RFID.2014.6810721

Chen X., Liu J., Wang X., Zhang X., Wang Y., Chen L. Combating
tag cloning with COTS RFID devices. Proc. of the 15" Annual IEEE
International Conference on Sensing, Communication, and
Networking (SECON), 2018, pp. 1-9. https://doi.org/10.1109/
SAHCN.2018.8397134

Bu K., Xu M., Liu X., Luo J., Zhang S., Weng M. Deterministic
detection of cloning attacks for anonymous RFID systems. /EEE
Transactions on Industrial Informatics, 2015, vol. 11, no. 6, pp. 1255—
1266. https://doi.org/10.1109/T11.2015.2482921

Jin B., Jin H. Security analysis of RFID based on multiple readers.
Procedia Engineering, 2011, vol. 15, pp. 2598-2602. https://doi.
org/10.1016/j.proeng.2011.08.488

Finkenzeller K. RFID Handbook Fundamentals and Applications in
Contactless Smart Cards, Radio Frequency Identification and Near-
Field Communication. Wiley, 2010, 480 p.

Voloshina N.V., Lavrinovich A.A. Recommendations for automatic
detection RFID-mark duplicates by customs bodies. “Customs
readings 2020. Strategy 2030: challenges, science and innovations”.
Proceedings of the International scientific and practical conference.
St. Petersburg, 2020, pp. 88-93. (in Russian)

Okpara O. Detecting Cloning Attack in Low-Cost Passive RFID Tags.
2015. Available at: https://www.researchgate.net/
publication/280077859 Detecting Cloning Attack in Low-Cost
Passive RFID Tags (accessed: 28.07.2021). https://doi.org/10.13140/
RG.2.1.1709.4240

Mitrokotsa A., Rieback M.R., Tanenbaum A.S. Classifying RFID
attacks and defenses. Information Systems Frontiers, 2010, vol. 12,
no. 5, pp. 491-505. https://doi.org/10.1007/s10796-009-9210-z
Huang W., Zhang Y., Feng Y. ACD: An adaptable approach for RFID
cloning attack detection. Sensors, 2020, vol. 20, no. 8, pp. 2378.
https://doi.org/10.3390/520082378

Authors

Natalia V. Voloshina — PhD, Associate Professor, Associate Professor,
ITMO University, Saint Petersburg, 197101, Russian Federation, https://
orcid.org/0000-0001-9435-9580, nataliv@yandex.ru

Aleksandr A. Lavrinovich — PhD Student, ITMO University, Saint
Petersburg, 197101, Russian Federation, https://orcid.org/0000-0002-
5058-3473, Lavrinovich600@gmail.com

Received 16.09.2021
Approved after reviewing 07.12.2021
Accepted 27.01.2022

Pab6oTta gocTynHa no nuueHsnm
Creative Commons
«Attribution-NonCommercial»

Hay4HO-TexXHU4eCcKuii BECTHUK MHDOPMALMOHHbLIX TEXHOOMMIA, MEXaHUKK 1 onTukKn, 2022, Tom 22, N2 1
Scientific and Technical Journal of Information Technologies, Mechanics and Optics, 2022, vol. 22, no 1

73


https://doi.org/10.1371/journal.pone.0193951
https://doi.org/10.1007/978-3-642-01516-8_20
https://doi.org/10.1007/978-3-642-01516-8_20
http://oaji.net/articles/2016/2712-1454748209.pdf
https://doi.org/10.1109/RFID.2014.6810721
https://doi.org/10.1109/RFID.2014.6810721
https://doi.org/10.1109/SAHCN.2018.8397134
https://doi.org/10.1109/SAHCN.2018.8397134
https://doi.org/10.1109/TII.2015.2482921
https://doi.org/10.1016/j.proeng.2011.08.488
https://doi.org/10.1016/j.proeng.2011.08.488
https://www.researchgate.net/publication/280077859_Detecting_Cloning_Attack_in_Low-Cost_Passive_RFID_Tags
https://www.researchgate.net/publication/280077859_Detecting_Cloning_Attack_in_Low-Cost_Passive_RFID_Tags
https://www.researchgate.net/publication/280077859_Detecting_Cloning_Attack_in_Low-Cost_Passive_RFID_Tags
https://doi.org/10.13140/RG.2.1.1709.4240
https://doi.org/10.13140/RG.2.1.1709.4240
https://doi.org/10.1007/s10796-009-9210-z
https://doi.org/10.3390/s20082378
https://doi.org/10.3390/s20082378
https://orcid.org/0000-0001-9435-9580
mailto:nataliv@yandex.ru
https://orcid.org/0000-0002-5058-3473
https://orcid.org/0000-0002-5058-3473
mailto:Lavrinovich600@gmail.com
https://doi.org/10.1371/journal.pone.0193951
https://doi.org/10.1007/978-3-642-01516-8_20
https://doi.org/10.1007/978-3-642-01516-8_20
http://oaji.net/articles/2016/2712-1454748209.pdf
http://oaji.net/articles/2016/2712-1454748209.pdf
https://doi.org/10.1109/RFID.2014.6810721
https://doi.org/10.1109/RFID.2014.6810721
https://doi.org/10.1109/SAHCN.2018.8397134
https://doi.org/10.1109/SAHCN.2018.8397134
https://doi.org/10.1109/TII.2015.2482921
https://doi.org/10.1016/j.proeng.2011.08.488
https://doi.org/10.1016/j.proeng.2011.08.488
https://www.researchgate.net/publication/280077859_Detecting_Cloning_Attack_in_Low-Cost_Passive_RFID_Tags
https://www.researchgate.net/publication/280077859_Detecting_Cloning_Attack_in_Low-Cost_Passive_RFID_Tags
https://www.researchgate.net/publication/280077859_Detecting_Cloning_Attack_in_Low-Cost_Passive_RFID_Tags
https://doi.org/10.13140/RG.2.1.1709.4240
https://doi.org/10.13140/RG.2.1.1709.4240
https://doi.org/10.1007/s10796-009-9210-z
https://doi.org/10.3390/s20082378
https://orcid.org/0000-0001-9435-9580
https://orcid.org/0000-0001-9435-9580
mailto:nataliv@yandex.ru
https://orcid.org/0000-0002-5058-3473
https://orcid.org/0000-0002-5058-3473
mailto:Lavrinovich600@gmail.com

